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________________________________________________________________________

Single User vs. Multi-User Account Pros/Cons:

	User Account Number
	Pros
	Cons

	Single User (oraappl or any other single account other than oracle*) 

A single account owns all of the software (database and applications) as well as all of the database files.


	( Ease of access 

( Ease of administration

1.Installation process -  

   simplified

   2.Backups

   3.Database, technology stack 

      and application process  

      control


( Ease of maintenance specifically patching


	( Less auditability

( Less control – more access



	Multi-User Accounts (oracle – database, db software and applmgr – application software)

One account owns the database and database software and the other account owns the application software.

	( Separation of duties / responsibilities by account

( Auditability – increased security, restricted access


	( Need root access for installation process

( Increased complexity in process management

( Application vs. Database maintenance must be coordinated and controlled 

( Directory/file permissions may need to be adjusted




*Why not the oracle account?  If non-application databases/environments exists, there is a high likelihood of the oracle account being used to manage those environments.  Never use the same account for managing Oracle Applications environment and non-Applications environments because of security, control and maintenance issues.
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